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Agenda

[Pv6 Preparation
e Network Structure
e System Requirement

e Server
[Pv6 on NontriNet

e Network Structure
e Internet Access Control (IAC)
* Logging (Syslog) and Trafficlog
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IPv6 Preparation

Network Structure

e Dual Stack and Native IPv6

e Wireline Network (Router)

o Wireless Network (AP)
System Requirement

e Authentication System

e Firewall

* Logging (Syslog) and Trafficlog

e DNS

e DHCP
Server

e Web Server
Mail Server
Database Server
Authentication Server (LDAP)
Other Server
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Network Structure: Dual Stack
€

Network 1

IPv6 network=2001:3¢8:1303:1201::/64
’ IPv4 network= 192.168.1.0/24

|Pv6 network= 2001:3c8:1303:1202::/64
7 IPv4 network=192.168.2.0/24

| IPv6 network=2001:3c8:1303:1203::/64
7 IPv4 network= 192.168.3.0/24

Network 3
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Network Structure: Native IPv6
€

Network 1

IPv6 network= 2001:3c8:1303:1201::/64

("

IPv6 network= 2001:3c8:1303:1202::/64

Network 3 IPv6 network=2001:3c8:1303:1203::/64
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Network Structure: Wireline Network
* Router Configuration (L3)

#Interface Configuration
ipv6 address 2001:3C8:1303:1201::1/64
ipvb enable
ipv6 nd prefix 2001:3C8:1303:1201::/64 7200 7200
ipv6 ospf 100 area 101
Router | # Routing Configuration
area 0 range 2001:3C8:1303::/64
area 101 range 2001:3C8:1303:1200::/56
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Network Structure: Wireless Network

* Access Point (L2)
N

—~
SS

PEPF

Client Client Client Client
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System Requirement

Authentication System
Firewall

Logging (Syslog) and Trafficlog
DNS

DHCP
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Authentication System

Gateway

Client
redirect

Authentication
System
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Firewall

Internet

Client
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Log server farm Storage Syslog server
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System Requirement: DNS

Forward DNS

e Using AAAA type

Example:

logs IN AAAA 2001:3c8:1303:1125::fb
Reverse DNS

e Zone 1.0.0.1.3.0.3.1.8.¢.3.0.1.0.0.2.ip6.arpa.

e Using PTR type

Example:

1.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0 IN PTR v6gw-vli.ocs.ku.ac.th.
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|IPv6 Preparation: Server

Web Server
Mail Server

Database server

Authentication Server (LDAP)
Other Server
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Server: Web Server

Interface Configuration
Apache Configuration
Access Control List Configuration
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IPv6 on NontriNet

Network Structure
[Pv6 Address Allocation
Dual Stack (Current)
Native IPv6 (Future)

Internet Access Control (IAC)
Logging (Syslog) and Trafficlog
IPv6 Web Server on NontriNet
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ontriNet Infrastructure
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, ress '

[Pv6 on NontriNet 1s 2001:3C8:1303::/48

[PY6 network

Bangkhen 2001:3C8:1303:0000::/52
Bangkhen 2001:3C8:1303:1000::/52
Kamphaeng Saen =~ 2001:3C8:1303:2000::/52
Siracha 2001:3C8:1303:3000::/52
Sakon Nakhon 2001:3C8:1303:4000::/52
Reserve 2001:3C8:1303:5000::/52
Reserve 2001:3C8:1303:6000::/52
Reserve 2001:3C8:1303:7000::/52

Reserve 2001:3C8:1303:8000::/49

Applied Network Research Laboratory 17



IPv4-> 158.108.0.0/16
IPv6->2001:3C8:1303::/48

LIB oy ENG
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Future Structure: Native IPv6

Gateway
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Authentication

Server

Firewall farm

Login Server farm
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/ Single login

|IPv4->158.108.181.62

IPv6->2001:3c8:1303:1266:ec99:78ce:7afb:dc4d
Gateway

Client
Source IPv4 : 158.108.181.62

Allow both IPv4 and IPv6

158.108.181.62

2001:3c8:1303:1266:ec99:78ce:7afb:dc4d
Authentication

System
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Log server farm Storage Syslog server
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Q&A
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